Tompkins Cortland Community College
Online Student Identityerification Pr¢ocol

Student Identity Verification

Online classes at Tompkins Cortland Community College (TC3) are offered via the college supported
online learning management system (LMS). Students are required to log into the system using their
collegeassigned credential§.ompkins Cortland maintainssecure process for managing user accounts
and passwords.

In order to have an account and password students must be registered stuaent information

system §13. Course registration automatically produces a record of enroliment inQlgadmission

and registration processes collect important and confidential information from our students, including
their social security numbey demographis, residencs, dat residence

which
ensuesstudents have access tmly thecourses that they are enrolled in.

Authentication to the LMS is made with thegst v&[e uCd i pe Ev u v Téensu I X
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home address or given to the studentperson after registering for classes. Students must prove their
identity when requesting password resets at the help deskernately, they may reset their password
online by answering a series of challenge questions they sehgn initially accessing their accognt

Protection of Student Privacy

All processes relatkto the verification of student identity for online course access are automated,
protected by campus database securityivacy policies and procedures, and in compliance with FERPA
regulations.dZ }oo P [* }u%opusS E v /v(}EuU S]ihe Ihform&Eips Sedity ] C v
Protocol arecomprehensive documents that provide rules regarding student privacy and delineate
multiple strategies employed by the Campus Technology Department in protecting institutional
information.

Charges Associated with Ideity Verification
There are no charges to students associated with identity verification.
Responsibility for Identity Verification

Campus Technology is responsible for the consistent application of the automated processes related to
student identity vefication for online courses.

Campus Technologynsistently reviews and adopt@st practices to insure the verification of student
identity.



